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Abstract

This meno defines a Managenent |Infornation Base (M B) for perfornance
nmoni toring of Service Level Agreenents (SLAs) defined via policy
definitions. The MB defined herein focuses on defining a set of
objects for nonitoring SLAs and not on replication of the content of
the policy definitions being nonitored. The goal of the M B defined
within this docunent is to defined statistics related to a policy
rule definition for reporting on the effect that a policy rule has on
a systemand to defined a nethod of nonitoring this data.
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1.0 Introduction

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119, reference
[13].

This docunent’s purpose is to define a MB nodul e for perfornmance
managenent of Service Level Agreenents (SLAs). It is assuned that an
SLA is defined via policy schena definitions. The policy definitions
bei ng nodel ed with respect to perfornmance managenent is primrily
related to network Quality of Service (Q0OS). There are a nunber of
met hods that exist for defining and administering policy. Definition
of these methods is considered out side of the scope of this
docunent .

The M B nodul e defined within this nmeno has been nodel ed using the
various versions of the schena definitions being devel oped within the
Policy Framework Working Group in the |ETF. The content of the MB
defined within this meno has evol ved along with the Policy Franework
Wor ki ng Group schema definitions.

2.0 The SNWP Networ k Managenment Framework

The SNWVP Managenent Franmework presently consists of five nmjor
conponent s:

0 An overall architecture, described in RFC 2571 [7].

0 Mechani snms for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenment Infornmation (SM) is called SMvl and described in STD
16, RFC 1155 [14], STD 16, RFC 1212 [15] and RFC 1215 [16]. The
second version, called SMv2, is described in STD 58, RFC 2578
[3], STD 58, RFC 2579 [4] and STD 58, RFC 2580 [5].

0 Message protocols for transferring nanagenent information. The
first version of the SNWP nessage protocol is called SNMPv1l and
described in STD 15, RFC 1157 [1]. A second version of the SNW
message protocol, which is not an Internet standards track
protocol, is called SNWPv2c and described in RFC 1901 [17] and RFC
1906 [18]. The third version of the nessage protocol is called
SNMPv3 and described in RFC 1906 [18], RFC 2572 [8] and RFC 2574
[10].

o Protocol operations for accessing managenent information. The

first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [1]. A second set of protocol
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operations and associated PDU formats is described in RFC 1905

[6].

0 A set of fundanental applications described in RFC 2573 [9] and
the vi ew based access control mechani smdescribed in RFC 2575
[11].

Managed objects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. (Objects in the MB are
defined using the nmechani sns defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A
M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the semantics of the
M B.

3.0 Structure of the MB
The SLAPM M B consi sts of the foll owi ng conponents
o scal ar objects
o slapnPolicyNaneTabl e

o slapnPolicyRul eStatsTable (equivalent to the deprecated
sl apnPol i cySt at sTabl e)

o slapnPRMonTabl e (equival ent to the deprecated
sl apnPol i cyNMoni t or Tabl e)

o0 sl apnSubconponent Tabl e

Refer to the conpliance statenent defined within SLAPMMB for a
definition of what objects and notifications MIST be inplenented by
all systens as opposed to those that MJST be inpl emrented by end
systens only.

Initially nost of the tables defined by the MB nodule within this
document where directly indexed using a policy’'s nane and a
subordinate traffic profile nane. Over time the structure and
resulting nam ng has grown nore conplex and as such has exceeded the
capacity of being used as a direct MB table index. As a result of
this the original tables (slapnPolicyStatsTable and
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sl apnPol i cyMoni t or Tabl €) have been deprecated and replaced with new
tabl es that use an Unsi gned32 index el enent instead of "nanes". A
new tabl e has been defined, slapnPolicyNaneTable, that maps the

Unsi gned32 index to a unique nane associated with a given policy rule
definition.

3.1 Scal ar objects

d obal objects defined within SLAPM M B:

(o]

VWhite

sl apnBpi nLock

Enabl es nul ti pl e managenent application access to SLAPMM B. An
agent MUST inpl enment the sl apntSpi nLock object to enabl e nanagenent
applications to coordinate their use of the SLAPMM B. Managenent
application use of slapnBpinLock is OPTI ONAL.

sl apnPol i cyCount Queri es, sl apnPolicyCount Accesses,
sl apnPol i cyCount SuccessAccesses, and sl apnPol i cyCount Not Founds

Basic statistics on the anmount of policy directory access that has
occurred at a system

sl apnPol i cyPur geTi me

Used to prevent the entries in various SLAPM M B tabl es that
relate to a policy definition frominmmedi ately being del eted when
the corresponding policy definition no |onger exists. This gives
managenent applications tinme to discover this condition and cl ose
out any polled based interval data that may be being coll ected.
Al'l dependent sl apnmPRMonTable entries are also deleted when its
parent slapnPolicyRuleStatsEntry is renoved. Refer to the OBJECT
description for slapnPolicyPurgeTinme for a nore precise
description of this function.

sl apnPol i cyTr apEnabl e

Thi s obj ect enables or suppresses generation of
sl apnPol i cyRul eDel et ed or sl apnPol i cyRul eMonDel eted notifications.

sl apnPol i cyTrapFil ter

Thi s obj ect enabl es suppressi on of sl apnBubchMonitor Not Ckay
notifications.
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3.2 slapnPolicyNaneTabl e

The sl apnPol i cyNanmeTabl e maps a Unsi gned32 index to a uni que nane
associated with a given policy rule definition

Currently, the core schema definition being worked on within the
Pol i cy Franmework working group defines five general classes:

poli cyGoup, policyRule, policyCondition, policyTinmePeriodCondition
and policyAction. "Policies can either be used in a stand-al one
fashi on or aggregated into policy groups to performnore el aborate
functions. Stand-alone policies are called policy rules. Policy
groups are aggregations of policy rules, or aggregations of policy
groups, but not both." Each policy rule consists of a set of
conditions and a set of actions. Policy rules may be aggregated into
policy groups.

"Instances in a directory are identified by distingui shed nanes
(DNs), which provide the sane type of hierarchical organization that
a file systemprovides in a conputer system A distinguished nane is
a sequence of relative distinguished nanes (RDNs), where an RDN
provides a unique identifier for an instance within the context of
its inmredi ate superior, in the sane way that a fil enane provides a
unique identifier for a file within the context of the folder in
which it resides.”

Each of these instances can also be nanmed to fit in with the existing
DEN practice with a cormonNanme (cn) attribute as oppose to the
cl asses name attribute.

"The cn, or commonNane, attribute is an X. 500 attribute. It stands
for conmonNanme. It specifies a user-friendly nane by which the
object is commonly known. This nane may be anbi guous by itself.
This name is used in a limted scope (such as an organi zation). It

confornms to the nam ng conventions of the country or culture with
which it is associated. CNis used universally in DEN as the nan ng
attribute for a class.”

An sl apnPol i cyNaneEntry contains a single object,

sl apnPol i cyNameOf Rul e, that contains the uni que nane associated with
a policy rule instance. An slapnPolicyNaneEntry is indexed by a
Unsi gned32 i ndex, sl apnPolicyNanel ndex, that is assigned by the

i npl ementation of this MB.
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3.3 slapnPolicyRul eStatsTabl e

This table is functionally equivalent to the deprecated

sl apnPol i cySt at sTabl e. The sl apnPol i cySt at sTabl e uses t he name of
both a policy definition and a traffic profile nane to index an
entry. The slapnPolicyRul eStatsTabl e uses an sl apnPol i cyNaneEntry
i ndex (Unsigned32) instead.

The sl apnPolicyRul eStatsTable is the nain table defined by SLAPM M B.
The primary index for this table is slapnPolicyNaneSyst emAddress t hat
enabl es support of multiple systens froma single policy agent. The
i ndex el ement, slapnPolicyNaneSyst emAddress, val ue nust be either the
zero-length octet string when at a policy agent only a single system
is being support, 4 octets for a ipv4 address, or 16 octets for a

i pv6 address.

It is possible that on a single systemnultiple policy agent
i nstances exists. The Entity MB, refer to [19], should be used to
handl e the resulting M Bs.

Wth respect to slapnPolicyNaneSyst emAddr ess one

sl apnPol i cyRul eSt at sEntry exists for each policy rule instance.
Entries in this table are not admi nistered via SNVP. An agent

i npl enentation for this table MJST reflect its current set of policy
rule instances via table entries. The mechanisns for policy

adm ni stration are outside of the scope of this neno.

3.4 sl apnPRvbnTabl e

This table is functionally equivalent to the deprecated

sl apnPol i cyMoni t or Tabl e. The sl apnPol i cyMoni t or Tabl e uses the nane of
both a policy definition and a traffic profile nane to index an
entry. The slapnmPRWonTabl e uses an sl apnPol i cyNanmeEntry i ndex

(Unsi gned32) i nstead.

The sl apnPRMbnTabl e provides a nmethod of nonitoring the effect of SLA
policy being used at a system A managenent application creates an
sl apmPRMonEntry for each collection that it requires. The value of
the BI TS sl apnPRvonCont rol obj ect determ nes what type of nonitoring
occurs, at what level to nonitor and whether trap support is enabled:

0 nonitorM nRat e(0)

Use the val ue of slapnPRWMonlnterval as the interval to determ ne
current traffic in and out rates, using slapnmPRVonCurrentl| nRate
and sl apmPRVbnCurrent Qut Rate, that can be conpared to

sl apnPRVMbNM nRat eLow for determ ning when to generate a

sl apnPol i cyRul eMonNot Ckay notification. The notification
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VWhite

sl apnPol i cyRul eMonCkay i s generated when the problemis resol ved.
This can be deternined by conparing the current rates to
sl apmPRMbnM nRat eHi gh.

nmoni t or MaxRat e( 1)

Use the val ue of slapnPRWMonlnterval as the interval to determ ne
current traffic in and out rate, using slapnPRMonCurrentl|nRate and
sl apmPRMonCur rent Cut Rate, that can be conpared to

sl apnPRVbnMaxRat eHi gh for determ ning when to generate a

sl apnPol i cyRul eMonNot Ckay notification. The notification

sl apnPol i cyRul eMonCkay i s generated when the problemis resol ved.
This can be deternmi ned by conparing the current rates to

sl apnPRMonMaxRat eLow.

nmoni t or MaxDel ay( 2)

Use the val ue of slapnPRMonlnterval as the interval to determ ne
the current delay. This can be cal cul ated on an aggregate | evel
by averaging the round trip times for all TCP connections
associated with the policy definition. For an individual
subconmponent its round trip tine can be used directly. Conpare
this value to sl apnPRMbnMaxDel ayH gh for determ ning when to
generate a sl apnPol i cyRul eMonNot Okay notification. The
notification slapnPolicyRul eMonCkay is generated when the problem
is resolved. This can be deternined by conparing the current
rates to sl apnmPRVbnMaxDel ayLow.

UDP subconponents don’t support max del ay nonitoring.

enabl eAggr egat eTr aps( 3)

The sl apnPRMbni tor Control BITS setting, enabl eAggregateTraps(3),
MUST be set in order for any notifications relating to

sl apnPol i cyRul eSt at sTabl e nmonitoring to be generated.

enabl eSubconponent Tr aps(4)

Thi s sl apnPRMonControl BITS setting MJST be set in order for any
notifications relating to slapnBSubconponet Table nonitoring to be
generated. The sl apnPRMonControl BITS setting

noni t or Subconponent s(5) MJST be selected in order for this setting
to be all owed.

nmoni t or Subconponent s(5)

If selected nonitor slapnSubconponent Table entries individually.
Not e: aggregate policy rule nonitoring is always enabl ed.
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The i ndex el ement sl apnPRMonOwnerlndex is used as the first index in
sl apmPRMonTabl e in order to enable SNWP VACM security control. The
sl apnPRMonTabl e is the only table that supports SNWP RowSt at us
operati ons.

3.5 sl apnSubconponent Tabl e

Entries are nmade into this table for the protocol entities (policy
traffic profile subconponents) to indicate actual policy rule usage,
provi de general statistics at either a TCP connection or UDP |istener
| evel , and enabl e subconponent nonitoring.

4.0 Definitions
SLAPM-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
experinental, Integer32, NOTIFI CATI ON- TYPE,
Gauge32, Counter32, Unsigned32
FROM SNWPv2- SM -- RFC2578
TEXTUAL- CONVENTI ON, RowSt at us,
Test Andl ncr, Dat eAndTi me
FROM SNWPv2- TC -- RFC2579
MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP

FROM SNWVPv2- CONF -- RFC2580
SnnpAdmi nStri ng
FROM SNWP- FRAMEWORK- M B; -- RFC2571

sl apmM B MODULE- | DENTI TY
LAST- UPDATED "200001240000Z" -- 24 January 2000
ORGANI ZATI ON "I nternational Business Machi nes Corp."
CONTACT- | NFO
"Kenneth Wiite

I nternational Business Machi nes Corporation
Net wor k Conputi ng Software Division
Research Triangl e Park, NC, USA

E-mai |l : wkenneth@is. i bm conf

DESCRI PTI ON
"The Service Level Agreenent Perfornance Monitoring M B
(SLAPM M B) provides data collection and nonitoring
capabilities for Service Level Agreenents (SLAs)
policy definitions."

-- Revision history
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REVI SI ON "200001240000z" -- 24 January 2000
DESCRI PTI ON

"Thi s version published as RFC 2758."
::={ experinental 88 }

Text ual Conventi ons

Sl apmNaneType :: = TEXTUAL- CONVENTI ON

STATUS deprecated

DESCRI PTI ON
"The textual convention for nam ng entities
within this MB. The actual contents of an object
defined using this textual convention should consi st
of the distinguished name portion of an nane.
This is usually the right-nost
portion of the name. This convention is necessary,
since nanmes within this MB can be used as index
itens and an instance identifier is limted to 128
subi dentifiers.

This textual convention has been deprecated. Al of the
tables defined within this MB that use this textua
convention have been deprecated as well since the nethod
of using a portion of the name (either of a policy
definition or of a traffic profile) has been repl aced
by using an Unsi gned32 index. The new sl apnPol i cyNaneTabl e
woul d then map the Unsigned32 index to a real nane."

SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))

Sl apntSt at us :: = TEXTUAL- CONVENTI ON

VWhite

STATUS current
DESCRI PTI ON
"The textual convention for defining the various
sl apnPRMonTabl e (or ol d sl apnPol i cyMonit or Tabl e)
and t he sl apnSubconponent Tabl e states for actual policy
rule traffic nonitoring."
SYNTAX BITS {
sl aM nl nRat eNot Achi eved(0),
sl aMax| nRat eExceeded(1),
sl aMaxDel ayExceeded( 2) ,
sl aM nQut Rat eNot Achi eved(3),
sl aMaxQut Rat eExceeded( 4),
nmoni t or M nl nRat eNot Achi eved(5),
nmoni t or Max| nRat eExceeded( 6),
nmoni t or MaxDel ayExceeded(7),
nmoni t or M nQut Rat eNot Achi eved(8),
noni t or MaxQut Rat eExceeded(9)
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}

Sl apnPol i cyRul eNane :: = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "1024t"

STATUS current

DESCRI PTI ON
"To facilitate internationalization, this TC
represents information taken fromthe ISOIEC IS
10646-1 character set, encoded as an octet string
usi ng the UTF-8 character encodi ng schene descri bed
in RFC 2044. For strings in 7-bit US-ASC I,
there is no inpact since the UTF-8 representation
is identical to the US-ASCI| encoding."

SYNTAX OCTET STRING (SIZE (0..1024))

-- Top-level structure of the MB

sl apnNotifications OBJECT IDENTIFIER ::={ slapnMB 0 }

sl apnthj ect s OBJECT IDENTIFIER ::= { slapnMB 1 }

sl apnConf or nance OBJECT IDENTIFIER ::= { slapnMB 2 }

-- Al scalar objects

sl apnBasebj ect s OBJECT IDENTIFIER ::= { slapnmjects 1 }

-- Scalar nject Definitions

sl apnBpi nLock OBJECT- TYPE
SYNTAX Test Andl ncr
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"An advi sory lock used to all ow cooperating applications
to coordinate their use of the contents of this MB. This
typically occurs when an application seeks to create an
new entry or alter an existing entry in
sl apnPRMonTabl e (or old slapnPolicyMnitorTable). A
management inpl enentati on MAY utilize the slapnmBpinLock to
serialize its changes or additions. This usage is not
required. However, sl apnSpi nLock MJUST be supported by
agent inplenentations.”
;.= { slapnBaseObjects 1}

sl apnPol i cyCount Queri es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The total nunber of times that a policy | ookup occurred
with respect to a policy agent.
This is the nunber of times that a reference was nade to
a policy definition at a system and i ncl udes the nunber
of times that a policy repository was accessed,
sl apnPol i cyCount Accesses. The obj ect
sl apnPol i cyCount Accesses shoul d be | ess than
sl apnPol i cyCount Queri es when policy definitions are
cached at a system"

::={ slapnBase(bjects 2 }

sl apnPol i cyCount Accesses OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of times that a policy repository was
accessed with respect to a policy agent.
The val ue of this object should be I ess than
sl apnPol i cyCount Queries, since typically policy entries
are cached to minim ze repository accesses."”

::={ slapnBase(bjects 3}

sl apnPol i cyCount SuccessAccesses OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of successful policy repository accesses
with respect to a policy agent."
;.= { slapnBaseObjects 4 }

sl apnPol i cyCount Not Founds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of policy repository accesses,

with respect to a policy agent, that

resulted in an entry not being | ocated."
::={ slapnBaseCbjects 5}

sl apnPol i cyPur geTi ne OBJECT- TYPE

SYNTAX I nteger32 (0..3600) -- nmaxi numof 1 hour
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
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"The purpose of this object is to define the anount

of time (in seconds) to wait before renopving an

sl apnPol i cyRul eSt at sEntry (or ol d sl apnPolicyStatsEntry)
when a system detects that the associated policy
definition has been deleted. This gives any polling
managenent applications tinme to conplete their |ast pol
before an entry is renoved. An slapnPolicyRul eStatsEntry
(or old slapnPolicyStatseEntry) enters the

del et eNeeded(3) state via slapnPolicyRul eStat sOper St at us
(or old slapnPolicyStatsQperStatus) when a system first
detects that the entry needs to be renoved.

Once sl apnPol i cyPurgeTi me has expired for an entry in
del et eNeeded(3) state it is renoved a long with any
dependent sl apnPRvonTabl e (or sl apnPol i cyMonitor Tabl e)
entries.

A value of O for this option disables this function and
results in the autonmatic purging of slapnPRVbnTabl e

(or slapnPolicyTable) entries upon transition into

del et eNeeded(3) state.

A sl apnPol i cyRul eDel eted (or sl apnPolicyProfil eDel et ed)
notification is sent when an sl apnPolicyRul eStatsEntry (or
sl apnPolicyStatsEntry) is renoved. Dependent
sl apnPRMonTabl e (or sl apnPol i cyMonit or Tabl e)
deletion results in a slapnPolicyRul eMonDel eted (or
sl apnPol i cyMoni t or Del et ed) notification being sent.
These notifications are suppressed if the val ue of
sl apnPol i cyTrapEnabl e i s di sabl ed(2)."
DEFVAL { 900 } -- 15 minute default purge tine
::={ slapnBase(bjects 6 }

sl apnPol i cyTr apEnabl e OBJECT- TYPE

SYNTAX | NTEGER { enabl ed(1), disabled(2) }
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"I ndi cat es whet her sl apnPolicyRul eDel eted and
sl apnPol i cyRul eMonDel et ed (or sl apnPolicyProfil eDel eted
and sl apnPol i cyMoni torDel eted) notifications should be
generated by this system"

DEFVAL { disabled }

::={ slapnBase(bjects 7 }

sl apnPol i cyTrapFil ter OBJECT- TYPE

SYNTAX I nteger32 (0..64)
UNI TS "interval s"
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MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The purpose of this object is to suppress unnecessary
sl apnSubcMbni t or Not Ckay ( or
sl apnSubconponent Moni t or edEvent Not Achi eved), for exanple,
notifications. Basically, a nonitored event has to
not neet its SLA requirenent for the nunber of
consecutive intervals indicated by the value of this
obj ect. "

DEFVAL { 3}

;.= { slapnBaseObjects 8 }

sl apnirabl eQbj ect s OBJECT IDENTIFIER ::= { slapnhjects 2}
-- Sla Performance Monitoring Policy Statistics Table

sl apnPol i cySt at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Sl apnPolicyStatsEntry
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"Provides statistics on all policies known at a
system

This table has been deprecated and replaced with
the sl apnmPolicyRul eStatsTable. O der inplenentations of
this MB are expected to continue their support of this
table.”

;.= { slapnTabl etbjects 1}

sl apnPol i cySt at sEntry OBJECT- TYPE

SYNTAX Sl apnPol i cySt at sEntry

MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON
"Defines an entry in the slapnPolicyStatsTable. This table
defines a set of statistics that is kept on a per system
policy and traffic profile basis. A policy can be
defined to contain nultiple traffic profiles that map to
a single action.

Entries in this table are not created or deleted via SNW
but reflect the set of policy definitions known at a system"
| NDEX {
sl apnPol i cySt at sSyst emAddr ess,
sl apnPol i cySt at sPol i cyNane,
sl apnPol i cyStatsTraffi cProfil eNanme
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}
::={ slapnPolicyStatsTable 1 }

Sl apnPol i cyStatsEntry :: =

February 2000

SEQUENCE {
sl apnPol i cySt at sSyst emAddr ess OCTET STRI NG
sl apnPol i cySt at sPol i cyNane Sl apnNaneTy pe,
sl apnPol i cyStatsTraffi cProfil eNane Sl apmNaneType,
sl apnPol i cySt at sOper St at us | NTEGER
sl apnPol i cySt at sActi veConns Gauge32
sl apnPol i cySt at sTot al Conns Count er 32,
sl apnPol i cySt at sFi rst Acti vat ed Dat eAndTi ne,
sl apnPol i cySt at sLast Mappi ng Dat eAndTi ne,
sl apnPol i cyStatsl nCctets Count er 32,
sl apnPol i cySt at sQut Cctet s Count er 32
sl apnPol i cySt at sConnecti onLi it I nt eger 32,
sl apnPol i cySt at sCount Accept s Count er 32,
sl apnPol i cySt at sCount Deni es Count er 32,
sl apnPol i cySt at sl nDi scar ds Count er 32,
sl apnPol i cySt at sCut Di scar ds Count er 32,
sl apnPol i cySt at sl nPacket s Count er 32,
sl apnPol i cySt at sCQut Packet s Count er 32,
sl apnPol i cyStatslnProfil eCctets Count er 32,
sl apnPol i cyStatsQut Profil eCctets Count er 32,
sl apnPol i cySt at sM nRat e I nt eger 32
sl apnPol i cySt at sMaxRat e I nt eger 32,
sl apnPol i cySt at sMaxDel ay I nt eger 32

}

sl apnPol i cySt at sSyst emAddr ess OBJECT- TYPE

SYNTAX OCTET STRING (SIZE(O | 4 | 16))

MAX- ACCESS not - accessi bl e

STATUS deprecat ed

DESCRI PTI ON

"Address of a systemthat an Policy definition relates to.
A zero length octet string nust be used to indicate that
only a single systemis being represented.
O herwi se, the length of the octet string nust be
4 for an ipv4 address or 16 for an ipv6 address."

::={ slapnPolicyStatsEntry 1 }

sl apnPol i cySt at sPol i cyName OBJECT- TYPE

VWhite

SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON
"Policy name that this entry relates to."

::={ slapnPolicyStatsEntry 2 }

Sl apnNaneType
not - accessi bl e
deprecat ed

Experi ment al
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sl apnPolicyStatsTraffi cProfil eName OBJECT- TYPE

SYNTAX Sl apnNaneType

MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON
"The nanme of a traffic profile that is associated with
a policy."

::={ slapnPolicyStatsEntry 3 }

sl apnPol i cySt at sOper St at us OBJECT- TYPE
SYNTAX | NTEGER {
i nactive(1l),
active(2),
del et eNeeded( 3)

}
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON
"The state of a policy entry:

i nactive(1l) - An policy entry was either defined
by |l ocal systemdefinition or
di scovered via a directory search
but has not been activated (not
currently being used).

active(2) - Policy entry is being used to affect
traffic flows.
del et eNeeded(3) - Either though local inplenentation

dependent net hods or by discovering
that the directory entry correspondi ng
to this table entry no | onger
exi sts and sl apnPol i cyPurgeTi ne needs
to expire before attenpting to renove
the correspondi ng sl apnPolicyStatsEntry
and any dependent sl apnPolicyMbnitor
table entries.

Note: a policy traffic profile in a state other than

active(l) is not being used to affect traffic flows."

::={ slapnPolicyStatsEntry 4 }

sl apnPol i cySt at sActi veConns OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS deprecat ed
DESCRI PTI ON

"The nunber of active TCP connections that are
af fected by the corresponding policy entry."
::={ slapnPolicyStatsEntry 5 }
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sl apnPol i cySt at sTot al Conns OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of total TCP connections that are
af fected by the corresponding policy entry."

::={ slapnPolicyStatsEntry 6 }

sl apnPol i cySt at sFi rst Acti vat ed OBJECT- TYPE

SYNTAX Dat eAndTi ne

MAX- ACCESS read-only

STATUS deprecat ed

DESCRI PTI ON
"The timestanp for when the corresponding policy entry
is activated. The value of this object serves as
the discontinuity event indicator when polling entries
inthis table. The value of this object is updated on
transition of slapnPolicyStatsQOperStatus into the active(2)
state."

DEFVAL { ' 0000000000000000' H }

::={ slapnPolicyStatsEntry 7 }

sl apnPol i cySt at sLast Mappi ng OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS deprecat ed
DESCRI PTI ON
"The timestanp for when the last tine
that the associated policy entry was used."
DEFVAL { ' 0000000000000000' H }
::={ slapnPolicyStatsEntry 8 }

sl apnPol i cySt at sl nCct et s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS deprecat ed

DESCRI PTI ON
"The nunber of octets that was received by IP for an
entity that map to this entry."

::={ slapnPolicyStatsEntry 9 }

sl apnPol i cySt at sCut Cctet s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS deprecat ed
DESCRI PTI ON
"The nunber of octets that was transnmitted by IP for an

White Experi ment al [ Page 16]



RFC 2758 SLAPM M B February 2000

entity that nmap to this entry."
::={ slapnPolicyStatsEntry 10 }

sl apnPol i cySt at sConnecti onLi mt OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS deprecat ed
DESCRI PTI ON

"The linmt for the number of active TCP connections that
are allowed for this policy definition. A value of zero
for this object inplies that a connection limt has not
been specified."

::={ slapnPolicyStatsEntry 11 }

sl apnPol i cySt at sCount Accepts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS deprecat ed
DESCRI PTI ON

"This counter is increnented when a policy action’s
Perni ssion value is set to Accept and a session
(TCP connection) is accepted.”

::={ slapnPolicyStatsEntry 12 }

sl apnPol i cySt at sCount Deni es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON

"This counter is increnented when a policy action’s
Perni ssion value is set to Deny and a session is denied,
or when a session (TCP connection) is rejected due to a
policy’ s connection limt (slapnPolicyStatsConnectlLinit)
bei ng reached.”

::={ slapnPolicyStatsEntry 13 }

sl apnPol i cySt at sl nDi scards OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON

"This counter counts the nunber of in octets discarded.
This occurs when an error is detected. Exanples of this
are buffer overflow, checksumerror, or bad packet
format."

::={ slapnPolicyStatsEntry 14 }

sl apnPol i cySt at sCQut Di scards OBJECT- TYPE
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SYNTAX Count er 32

MAX- ACCESS read-only

STATUS deprecat ed

DESCRI PTI ON
"This counter counts the nunber of out octets discarded.
Exanpl es of this are buffer overflow, checksumerror, or
bad packet fornmat."

::={ slapnPolicyStatsEntry 15 }

sl apnPol i cySt at sl nPacket s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS deprecat ed

DESCRI PTI ON
"This counter counts the nunber of in packets received
that relate to this policy entry fromlIP."

::={ slapnPolicyStatsEntry 16 }

sl apnPol i cySt at sQut Packet s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"This counter counts the nunber of out packets sent
by IP that relate to this policy entry."

::={ slapnPolicyStatsEntry 17 }

sl apnPol i cySt at sl nProfil eCctets OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS deprecat ed

DESCRI PTI ON
"This counter counts the nunber of in octets that are
determined to be within profile.”

::={ slapnPolicyStatsEntry 18 }

sl apnPol i cyStatsQut Profil eCctets OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"This counter counts the nunber of out octets that are
deternmined to be within profile.”

::={ slapnPolicyStatsEntry 19 }

sl apnPol i cySt at sM nRat e OBJECT- TYPE

SYNTAX I nt eger 32
UNI TS "Kilobits per second"
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MAX- ACCESS read-only
STATUS deprecat ed
DESCRI PTI ON
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"The mininumtransfer rate defined for this entry."

::={ slapnPolicyStatsEntry 20 }

sl apnPol i cySt at sMaxRat e OBJECT- TYPE
SYNTAX I nt eger 32
UNI TS "Kilobits per second"
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON

"The maxi mumtransfer rate defined for this entry."

::={ slapnPolicyStatsEntry 21 }

sl apnPol i cySt at sMaxDel ay OBJECT- TYPE
SYNTAX I nt eger 32
UNI TS "mlliseconds"”
MAX- ACCESS read-only
STATUS deprecat ed
DESCRI PTI ON
"The maxi num del ay defined for this entry."
::={ slapnPolicyStatsEntry 22 }

-- SLA Performance Monitoring Policy Mnitor Table

sl apnPol i cyMoni t or Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Sl apmnPol i cyMonitorEntry
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON

"Provides a nethod of nonitoring policies and their

effect at a system

This table has been deprecated and replaced with
the sl apnPRMbnTabl e. d der inplenentations of
this MB are expected to continue their support
of this table."

::={ slapnTabl ebjects 2 }

sl apnPol i cyMoni t or Entry OBJECT- TYPE
SYNTAX Sl apnPol i cyMonitorEntry
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON
"Defines an entry in the slapnPolicyMonitorTable.

Thi s

tabl e defines which policies should be nonitored on a

per policy traffic profile basis."

White Experi ment al

[ Page 19]



RFC 2758

I NDEX {

SLAPM M B

sl apnPol i cyMoni t or Oaner | ndex,

sl apnPol i cyMoni t or Syst emAddr ess,

sl apnPol i cyMoni t or Pol i cyNane,

sl apnPol i cyMoni t or Traf fi cProfil eNane

}
::={ slapnPolicyMnitorTable 1 }

Sl apnPol i cyMonitorEntry :: =

SEQUENCE {

sl apnPol i cyMoni t or Oaner | ndex

sl apnPol i cyMoni t or Syst emAddr ess

sl apnPol i cyMoni t or Pol i cyName

sl apnPol i cyMoni tor Traf fi cProfil eNane
sl apnPol i cyMoni t or Cont r ol

sl apnPol i cyMoni t or St at us

sl apnPol i cyMoni torl nt erva

sl apnPol i cyMoni torl nt Ti me

sl apnPol i cyMoni tor Current | nRate

sl apnPol i cyMoni t or Current Qut Rat e

sl apnPol i cyMoni t or M nRat eLow

sl apnPol i cyMoni t or M nRat eHi gh

sl apnPol i cyMoni t or MaxRat eHi gh

sl apnPol i cyMoni t or MaxRat eLow

sl apnPol i cyMoni t or MaxDel ayHi gh

sl apnPol i cyMoni t or MaxDel ayLow

sl apmnPol i cyMoni t or M nl nRat eNot Achi eves
sl apnPol i cyMoni t or Maxl nRat eExceeds
sl apnPol i cyMoni t or MaxDel ayExceeds

sl apnPol i cyMoni t or M nCut Rat eNot Achi eves
sl apnPol i cyMoni t or MaxQut Rat eExceeds
sl apnPol i cyMoni t or Cur rent Del ayRat e
sl apnPol i cyMoni t or RowSt at us

}

sl apnPol i cyMoni t or Oaner | ndex OBJECT- TYPE

VWhite

SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON
"To facilitate the provisioning of access contro

SnnpAdmi nString (Sl ZE(O.. 16))
not - accessi bl e
deprecat ed

February 2000

SnnpAdmi nStri ng,
OCTET STRI NG
Sl apnNaneTy pe,
Sl apnNaneType,
BI TS,

Sl apnft at us,

I nt eger 32,

Dat eAndTi ne,
Gauge32,
Gauge32,

I nt eger 32,

I nt eger 32,

I nt eger 32,

I nt eger 32,

I nt eger 32,

I nt eger 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Gauge32,
RowSt at us

by a

security adm ni strator using the View Based Access

Contro

Model

(RFC 2575, VACM) for tables in which

mul tiple users nmay need to i ndependently create or nodify

entries,
Such an initial

the initial index is used as an

" owner
i ndex has a syntax of SnnmpAdm nString,

i ndex’ .

and can thus be trivially mapped to a securityNane or

groupNanme as defined in VACM

Experi ment al
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security policy.

Al'l entries in that table belonging to a particul ar user
wi |l have the sanme value for this initial index. For a
given user’s entries in a particular table, the object
identifiers for the information in these entries wll
have the sane subidentifiers (except for the ’'colum’
subidentifier) up to the end of the encoded owner i ndex.
To configure VACMto pernit access to this portion of the
tabl e, one would create vacnVi ewlreeFani | yTable entries
with the val ue of vacnVi ewlreeFani | ySubtree including the
owner index portion, and vacnVi ewlr eeFani | yMask
"wi |l dcardi ng’ the colum subidentifier. Mre elaborate
configurations are possible."”

::={ slapnPolicyMnitorEntry 1}

sl apnPol i cyMoni t or Syst emAddr ess OBJECT- TYPE

SYNTAX OCTET STRING (SIZE(O | 4 | 16))
MAX- ACCESS not-accessi bl e

STATUS deprecat ed

DESCRI PTI ON

"Address of a systemthat an Policy definition relates to.
A zero length octet string can be used to indicate that
only a single systemis being represented.
O herwi se, the Iength of the octet string should be
4 for an ipv4 address and 16 for an ipv6 address."

::={ slapnPolicyMnitorEntry 2}

sl apnPol i cyMoni t or Pol i cyName OBJECT- TYPE

SYNTAX Sl apnNaneType
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON

"Policy name that this entry relates to."
::={ slapnPolicyMnitorEntry 3 }

sl apnPol i cyMoni tor Traf fi cProfil eName OBJECT- TYPE

SYNTAX Sl apnNaneType
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON

"The corresponding Traffic Profile nane."
::={ slapnPolicyMnitorEntry 4 }

sl apnPol i cyMoni t or Control OBJECT- TYPE
SYNTAX BI TS {
nmoni t or M nRat e(0),
noni t or MaxRat e( 1),
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nmoni t or MaxDel ay( 2),

enabl eAggr egat eTraps(3),
enabl eSubconponent Traps(4),
nmoni t or Subconponent s(5)

}

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"The value of this object determnmines the type and |evel
of monitoring that is applied to a policy/profile. The
val ue of this object can’t be changed once the table
entry that it is a part of is activated via a
sl apnPol i cyMoni t or RowSt atus transition to active state.

nonitorM nRate(0) - Mnitor mininmumtransfer rate.

nmoni t or MaxRate(1) - Mnitor nmaxi mumtransfer rate.

nmoni t or MaxDel ay(2) - Monitor maxi num del ay.

enabl eAggr egat eTraps(3) - The enabl eAggr egat eTr aps(3)
BI TS setting enables notification generation
when nonitoring a policy traffic profile as an
aggregate using the values in the correspondi ng
sl apnPolicyStatsEntry. By default this function
i s not enabl ed.

enabl eSubconponent Traps(4) - This BITS setting enabl es
notification generation when nonitoring all
subconponents that are mapped to an correspondi ng
sl apnmPol i cyStat sEntry. By default this
function is not enabl ed.

nmoni t or Subconponent s(5) - This BITS setting enabl es
noni toring of each subconponent (typically a
TCP connection or UDP |istener) individually."

DEFVAL { { nonitorM nRate, nonitorMaxRat e,
nmoni t or MaxDel ay } }
::={ slapnPolicyMnitorEntry 5 }

sl apnPol i cyMoni t or St at us OBJECT- TYPE

SYNTAX Sl apntt at us
MAX- ACCESS read-only
STATUS deprecat ed
DESCRI PTI ON

"The val ue of this object indicates when a nonitored
val ue has not neet a threshold or isn't neeting the
defined service level. The Slapnttatus TEXTUAL- CONVENTI ON
defines two |levels of not neeting a threshold. The first
set:

sl aM nl nRat eNot Achi eved(0),

sl aMax| nRat eExceeded(1),

sl aMaxDel ayExceeded( 2),
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sl aM nQut Rat eNot Achi eved(3),
sl aMaxQut Rat eExceeded( 4)

are used to indicate when the SLA as an aggregate is
not neeting a threshold while the second set:

nmoni t or M nl nRat eNot Achi eved(5),
nmoni t or Max| nRat eExceeded( 6),

nmoni t or MaxDel ayExceeded(7),

nmoni t or M nQut Rat eNot Achi eved(8),
nmoni t or MaxQut Rat eExceeded(9)

i ndi cate that at |east one subconponent is not neeting
a threshold."
::={ slapnPolicyMnitorEntry 6 }

sl apnPol i cyMoni t orl nterval OBJECT- TYPE

SYNTAX I nteger32 (15..86400) -- 15 second nin, 24 hour nax
UNI TS "seconds"
MAX- ACCESS read-create
STATUS deprecat ed
DESCRI PTI ON

"The nunber of seconds that defines the sanple period."
DEFVAL {20} -- 20 seconds

::={ slapnPolicyMnitorEntry 7 }

sl apnPol i cyMoni t orl nt Ti me OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS deprecat ed
DESCRI PTI ON
"The tinmestanp for when the last interval ended.”
DEFVAL { ' 0000000000000000' H }
::={ slapnPolicyMnitorEntry 8 }

sl apnPol i cyMoni t or Current | nRat e OBJECT- TYPE

SYNTAX Gauge32

UNI TS "Kilobits per second"

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"Using the value of the correspondi ng
sl apnPol i cyMonitorlnterval, slapnPolicyStatslnCctets
is sanpled and then divided by slapnPolicyhMonitorlnterval
to determine the current in transfer rate.”

::={ slapnPolicyMnitorEntry 9 }

sl apnPol i cyMoni t or Cur rent Qut Rat e OBJECT- TYPE
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SYNTAX Gauge32

UNI TS "Kkilobits per second"
MAX- ACCESS read-only

STATUS depr ecat ed
DESCRI PTI ON

"Using the value of the correspondi ng
sl apnPol i cyMonitorl nterval, slapnPolicyStatsQutCctets
is sanpled and then divided by slapnPolicyhMnitorlnterva
to determine the current out transfer rate.”
::={ slapnPolicyMnitorEntry 10 }

sl apnPol i cyMoni t or M nRat eLow OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "Kilobits per second"
MAX- ACCESS read-create

STATUS depr ecat ed
DESCRI PTI ON

"The threshold for generating a
sl apnivoni t or edEvent Not Achi eved notification, signalling
that a nonitored mninumtransfer rate has not been neet.

A sl apnmivoni t or edEvent Not Achi eved notification is not
generated again for an slapnPolicyMnitorEntry unti

the mininumtransfer rate

exceeds sl apnPol i cyMonitorM nRateHi gh (a

sl apmvbni t or edEvent Ckay notification is then transmtted)
and then fails bel ow sl apnPol i cyMonitor M nRateLow. This
behavi or reduces the sl apmvbnitoredEvent Not Achi eved
notifications that are transmtted.

A value of zero for this object is returned when the

sl apnPol i cyMoni t or Control nonitorM nRate(0) is not

enabl ed. When enabl ed the default value for this object
is the mn rate value specified in the associ ated
action definition mnus 10% |If the action definition
doesn’t have a nin rate defined then there is no

default for this object and a val ue MJUST be specified
prior to activating this entry when nonitorM nRate(0)

is selected.

Not e: The correspondi ng sl apnPol i cyMonitorContro
BI TS setting, enabl eAggregateTraps(3), MJIST be selected in
order for any notification relating to this entry to
potentially be generated."

c:={ slapnPolicyMnitorEntry 11 }

sl apnPol i cyMoni t or M nRat eH gh OBJECT- TYPE
SYNTAX I nt eger 32
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UNI TS "Kkilobits per second"
MAX- ACCESS read-create

STATUS deprecat ed
DESCRI PTI ON

"The threshold for generating a sl apmbnitoredEvent Ckay
notification, signalling that a nonitored m ni nrum
transfer rate has increased to an acceptable |evel.

A value of zero for this object is returned when the

sl apnPol i cyMoni t or Control nonitorM nRate(0) is not

enabl ed. Wen enabl ed the default value for this object
is the mn rate value specified in the associated
action definition plus 10% |If the action definition
doesn’t have a nin rate defined then there is no

default for this object and a val ue MJUST be specified
prior to activating this entry when nonitorM nRate(0)

i s sel ected.

Not e: The correspondi ng sl apnPol i cyMoni torContro
BI TS setting, enabl eAggregateTraps(3), MJST be sel ected
in order for any notification relating to this entry to
potentially be generated."

::={ slapnPolicyMnitorEntry 12 }

sl apnPol i cyMoni t or MaxRat eH gh OBJECT- TYPE

VWhite

SYNTAX I nt eger 32

UNI TS "Kilobits per second"
MAX- ACCESS read-create

STATUS depr ecat ed
DESCRI PTI ON

"The threshold for generating a
sl apmivbni t or edEvent Not Achi eved noti fication, signalling
that a nmonitored maxi numtransfer rate has been exceeded.

A sl apmivoni t or edEvent Not Achi eved notification is not
generated again for an slapnPolicyMnitorEntry until the
maxi rumtransfer rate fails bel ow

sl apnPol i cyMoni t or MaxRat eLow (a sl apmivbni t or edEvent Ckay
notification is then transnmtted) and then rai ses above
sl apnPol i cyMoni t or MaxRat eHi gh.  Thi s behavi or reduces the
sl apnmivoni t or edEvent Not Achi eved notifications that are
transmtted.

A value of zero for this object is returned when the

sl apmnPol i cyMoni t or Control nonitorMaxRate(1) is not

enabl ed. When enabl ed the default value for this object
is the max rate val ue specified in the associated
action definition plus 10% |If the action definition
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doesn’t have a nax rate defined then there is no
default for this object and a val ue MIUST be specified
prior to activating this entry when nonitorMaxRate(1)
is selected.

Not e: The correspondi ng sl apnPol i cyMoni torContro
BI TS setting, enabl eAggregateTraps(3), MJIST be selected in
order for any notification relating to this entry to
potentially be generated."

::={ slapnPolicyMnitorEntry 13 }

sl apnPol i cyMoni t or MaxRat eLow OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "Kilobits per second"
MAX- ACCESS read-create

STATUS depr ecat ed
DESCRI PTI ON

"The threshold for generating a slapnibnitoredEvent Ckay
notification, signalling that a nonitored nmaxi num
transfer rate has fallen to an acceptable |evel.

A value of zero for this object is returned when the

sl apnPol i cyMoni t or Control nonitorMaxRate(1l) is not

enabl ed. Wen enabl ed the default value for this object
is the max rate val ue specified in the associated
action definition mnus 10% |If the action definition
doesn’t have a max rate defined then there is no

default for this object and a val ue MJUST be specified
prior to activating this entry when nonitorMaxRate(1)

i s selected.

Not e: The c