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Additional Data Related to an Emergency Call

Abst r act

Wien an energency call is sent to a Public Safety Answering Point
(PSAP), the originating device, the access network provider to which
the device is connected, and all service providers in the path of the
call have information about the call, the caller, or the | ocation
which is helpful for the PSAP to have in handling the energency.

Thi s docunent describes data structures and nmechani sns to convey such
data to the PSAP. The intent is that every energency call carry as
much of the information described here as possible using the
mechani sms descri bed here.

The nmechani sns permit the data to be conveyed by reference (as an
external resource) or by value (within the body of a SIP nessage or a
location object). This follows the tradition of prior emergency
servi ces standardi zati on work where data can be conveyed by val ue
within the call signaling (i.e., in the body of the SIP nessage) or
by reference.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7852
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1. Introduction

When an | P-based energency call is initiated, a rich set of data from

mul tiple data sources is conveyed to the Public Safety Answering
Point (PSAP). This data includes information about the calling party
identity, the multinedia capabilities of the device, the request for
emer gency services, location information, and netadata about the
sources of the data. |In addition, the device, the access network
provi der, and any service provider in the call path has even nore
information that is useful for a PSAP when handling an energency.

Thi s docunent extends the basic set of data conmunicated with an
emergency call based on the Session Initiation Protocol (SIP), as
described in RFC 6443 [ RFC6443] and RFC 6881 [ RFC6881], in order to
carry additional data that is useful to an entity or call taker
handling the call. This data is "additional"™ to the basic
information found in the energency call signaling used. The intent
is that every energency call carry as nuch of the information
descri bed here as possible using the nmechani snms descri bed here.
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This docunent defines three categories of this additional data that
can be transmitted with an emergency call:

Data Associated with a Location: Primary location data is conveyed
in the Presence Information Data Format Location Object (PlIDFLO
data structure as defined in RFC 4119 [ RFC4119] and extended by
RFC 5139 [RFC5139] and RFC 6848 [ RFC6848] (for civic |location
i nformati on), RFC 5491 [ RFC5491] and RFC 5962 [ RFC5962] (for
geodetic location information), and RFC 7035 [ RFC7035] (for
relative location). This primary |ocation data identifies the
| ocation or estimated |location of the caller. However, there
m ght exist additional, secondary data that is specific to the
| ocation, such as floor plans, tenant and buil di ng owner contact
data, heating, ventilation, and air conditioning (HVAC) status,
etc. Such secondary location data is not included in the location
data structure but can be transmtted using the nechanisns defined
in this docunent. Although this docunent does not define any
structures for such data, future docunments can do so follow ng the
procedures defined here.

Data Associated with a Call: Wile sonme information is carried in
the call setup procedure itself (as part of the SIP headers as
well as in the body of the SIP nessage), there is additional data

known by the device nmaking the call, the access network to which
the device is connected, and service providers along the path of
the call. This information includes service provider contact

i nformati on, subscriber identity and contact information, the type
of service the service provider and the access network provide,
what type of device is being used, etc. Sone data is broadly
applicable, while other data is dependent on the type of device or
service. For exanple, a nedical nonitoring device m ght have
sensor data. The data structures defined in this docunent (Data
Provi der Information, Device Information, and Owmer/ Subscri ber
Information) all fall into the category of "Data Associated with a
Call". Note that the owner/subscriber information includes the
subscri ber’s vCard, which mght contain personal information such
as birthday, anniversary, etc., but the data block itself is stil
considered to be about the call, not the caller

Data Associated with a Caller: This is personal data about a caller,
such as nedical information and energency contact data. Although
this docunent does not define any structures within this category,
future docunents can do so followi ng the procedures defined here.

Whil e this docunent defines data structures only within the category
of Data Associated with a Call, by establishing the overall framework
of Additional Data, along with general mechanisnms for transport of

such data, extension points, and procedures for future extensions, it
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m nimzes the work needed to carry data in the other categories.
O her specifications can make use of the facilities provided here.

For interoperability, there needs to be a common way for the

i nformati on conveyed to a PSAP to be encoded and identified.
Identification allows energency services authorities to know during
call processing which types of data are present and to determine if
they wish to access it. A common encoding allows the data to be
successful ly accessed.

Thi s docunent defines an extensible set of data structures, and
mechani sns to transnit this data either by value or by reference,
either in the SIP call signaling or in the PIDF-LO The data
structures are usable by other conmunication systenms and transports
as well. The data structures are defined in Section 4, and the
transport mechani snms (using SIP and HTTPS) are defined in Section 6.

Each data structure described in this docunent is encoded as a

"bl ock" of information. Each block is an XML structure with an
associ ated Ml tipurpose Internet Miil Extensions (M M) nedia type
for identification within transport such as SIP and HTTPS. The set
of blocks is extensible. Registries are defined to identify the

bl ock types that can be used and to allow bl ocks to be included in
energency call signaling.

Much of the information supplied by service providers and devices is

private and confidential. Service providers and devices generally go
to lengths to protect this information; disclosing it in the context
of an enmergency call is a trade-off to protect the greater interest

of the custoner in an energency.
2. Ternmninol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent al so uses terninology from[RFC5012]. W use the term
"service provider" to refer to an Application Service Provider (ASP)
A Voi ce Service Provider (VSP) is a special type of ASP. Wth the
term "Access Network Provider”, we refer to the Internet Access
Provider (1AP) and the Internet Service Provider (I1SP) wthout
further distinguishing these two entities, since the difference
between the two is not relevant for this document. Note that the
roles of an ASP and access network provider night be provided by a
singl e conpany. An Enmergency Services Provider is an entity directly
i nvol ved in providing energency services. This includes PSAPs,
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di spatch, police, fire, energency nedical, other responders, and
ot her simlar agencies.

Wthin each data bl ock definition (see Section 4), the values for the

"Use:’ l|abel are specified as one of the foll ow ng:

"Required’: neans it MJST be present in the data structure.

"Conditional’: means it MJIST be present if the specified
condition(s) is nmet. It MAY be present if the condition(s) is not
met .

"Optional’: neans it MAY be present.

vCard [ RFC6350] is a data format for representing and exchanging a
variety of information about individuals and other entities. For
applications that use XM, the format defined in vCard is not

i medi ately applicable. For this reason, an XM.-based encodi ng of
the information el enents defined in the vCard specification has been
defined, and the nanme of that specification is xCard [ RFC6351].
Since the termvCard is nore fanmiliar to nost readers, we use the
terns xCard and vCard i nterchangeably.

3. Docunent Scope

The scope of this docunent is explicitly linted to energency calls.
The data structures defined here are not appropriate to be conveyed

i n non-emergency calls because they carry sensitive and private data.
However, in certain private-use situations between a specialized
service provider (such as a vehicle telematics service provider) and
dedi cat ed equi pnment (such as in a vehicle) where the endpoints have a
preexisting relationship and privacy issues are addressed within the
rel ati onship, the mechani sms and data structures defined here can be
used with communi cations within the limted context of the

preexi sting rel ati onship.

4. Data Structures
This section defines the following five data structures, each as a

data bl ock. For each bl ock, we define the MM nedia type and the
XML encoding. The five data structures are:

"Data Provider’: This block supplies name and contact information
for the entity that created the data. Section 4.1 provides the
details.

"Service Information’: This block supplies information about the

service. The description can be found in Section 4. 2.
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"Device Information’: This block supplies information about the
device placing the call. Device information can be found in
Section 4. 3.

" Omner/ Subscriber’: This block supplies information about the owner
of the device or about the subscriber. Details can be found in
Section 4.4,

"Conment’: This block provides a way to supply free form human-

readabl e text to the PSAP or energency responders. This sinple
structure is defined in Section 4.5.

Each bl ock contains a nmandat ory <Dat aProvi der Ref erence> el enent. The
pur pose of the <DataProvi derReference> elenent is to associate all

bl ocks added by the sanme data provider as a unit. The

<Dat aPr ovi der Ref erence> el enent associ ates the data provider block to
each of the other bl ocks added as a unit. Consequently, when a data
provi der adds additional data to an energency call (such as device
information), it MJST add information about itself (via the data
provi der block), and the bl ocks added contain the same value in the
<Dat aProvi der Ref erence> elenent. Al blocks added by a single entity
at the sanme tine MJST have the sane <Dat aProvi der Ref er ence> val ue.
(I'n certain situations, the sane provider mght process a call nore
than once, likely in different roles, and in such cases, each tine it
processes the call, it adds a new set of blocks with a new

<Dat aPr ovi der Ref erence> val ue.) The val ue of the

<Dat aPr ovi der Ref erence> el enent has the same syntax and properties
(specifically, world-uniqueness) as the value of the 'Message-ID
message body header field specified in RFC 5322 [ RFC5322] except that
t he <Dat aProvi der Ref erence> el enent is not enclosed in brackets (the
"< and '>' synbols are onmitted). In other words, the value of a
<Dat aProvi der Ref erence> el enent is syntactically a nsg-id as
specified in RFC 5322 [ RFC5322] .

Each bl ock is added to the "Additional Data Bl ocks" registry created
in Section 11.1.9 and categorized as providing data about the caller
New bl ocks added to the registry in the future MUST al so be
categori zed per the description of the three categories in Section 1.
See Sections 5 and 5.1 for additional considerations when addi ng new
bl ocks or types of data.

Note that the xCard format is reused in sonme of the data structures
to provide contact information. |In an xCard, there is no way to
specify a "main’ tel ephone nunber (that is, a primary or main contact
nunber, typically of an enterprise, as opposed to a direct-dia

nunber of an individual). These nunbers are useful to emergency
responders who are called to a large enterprise. This docunent adds
a new paraneter value called 'nmain-nunber’ to the 'TYPE paraneter of
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the "tel’ property. It can be used in any xCard in an energency cal
addi ti onal data bl ock.

4. 1. Data Provider |Information

This block is intended to be supplied by any service provider in the
path of the call, or the access network provider, and the device. It
i ncludes identification and contact information. This block MJST be
supplied by any entity that provides any other block; it SHOULD be
supplied by every service provider in the call path and by the access
network provider if those entities do not add any ot her bl ocks.

Devi ces SHOULD use this block to provide identifying information.

The M ME nedia type is "application/

Enmer gencyCal | Dat a. Provi derInfo+xm’. An access network provider
SHOULD provide this block either by value or by reference in the
<provi ded- by> el enent of a PIDF-LO

4.1.1. Data Provider String
Data Elenent: Data Provider String

Use: Conditional. Optional for blocks supplied by the originating
devi ce; mandatory ot herw se

XM. El enent: <DataProviderString>

Description: This is a plaintext string suitable for displaying the
nane of the service provider that supplied the data structure. |If
the device creates the structure, it SHOULD use the value of the
contact header field in the SIP I NVITE.

Reason for Need: Informthe call taker of the identity of the entity
provi di ng the data.

How Used by Call Taker: Allows the call taker to interpret the data
in this structure. The source of the information often influences
how the information is used, believed, or verified.

4.1.2. Data Provider ID

Data El enent: Data Provider 1D

Use: Conditional. Optional for blocks supplied by the originating
devi ce; mandatory otherwi se. This data MJST be provi ded by al
entities other than the originating device in order to uniquely
identify the service provider or access provider.

XML El enent: <Providerl D>
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Description: A jurisdiction-specific code for, or the fully
qual i fied donmai n nane of, the access network provider or service
provi der shown in the <DataProvi dedBy> el ement that created the
structure. NOTE: The val ue SHOULD be assigned by an organi zation
appropriate for the jurisdiction. In the United States, if the
provider is registered with NENA, the provider’s NENA Conpany ID
MUST appear here. Additional information can be found at the
Nati onal Emergency Nunber Association (NENA) Conpany ldentifier
Program <htt p://ww. nena. or g/ ?page=ci d2014> or the NENA Conpany |D
<ht t p: / / ww. nena. or g/ ?page=Conpanyl D>. The NENA Conpany | D MJST
be in the formof a URl in the follow ng format:
urn: nena: conpanyi d: <NENA Conpany ID>. If the organi zati on does
not have an identifier registered with a jurisdiction-specific
emer gency services registrar (such as NENA), then the value MAY be
the fully qualified domain nane of the service provider or access
provider. The device MAY use its |IP address or fully qualified
domai n nane (and set the 'Data Provider ID Series’ elenent to
"domain’).

Reason for Need: Informthe call taker of the identity of the entity
provi di ng the data.

How Used by Call Taker: Where jurisdictions have lists of providers,
the Data Provider |ID provides useful information about the data
source. The Data Provider ID uniquely identifies the source of
the data, which might be needed especially during unusua
circunmstances and for routine | ogging.

4.1. 3. Data Provider |ID Series
Data El enent: Data Provider ID Series

Use: Conditional. Optional for blocks supplied by the originating
devi ce; mandatory ot herw se

XML El enent: <Providerl DSeries>

Description: ldentifies the issuer of the <ProviderlD>  The
"Provider ID Series" registry created in Section 11.1.1 initially
contains the entries shown in Figure 1

Reason for Need: |Identifies howto interpret the Data Provider |D
The conbi nati on of Providerl| DSeries and Provi derl D MUST be
gl obal I y uni que.

How Used by Call Taker: Determ nes which provider ID registry to
consult for nore informtion.

Cellens, et al. St andards Track [ Page 10]



RFC 7852 Additional Call Data July 2016

Nat i onal Energency
Nunber Associ ation

http://ww. nena. org

| | | |
| | | |
| | | |
| EENA | European Emergency | http://ww. eena.org |
| | Nunber Association | |
| | | |
| domain | (The IDis a fully | (not applicable) |
| | qualified domai n nane) | |
S o e e e e e e e e e e oo e e e e a - +

Figure 1: Provider ID Series Registry
4.1.4. Type of Data Provider

Data El enent: Type of Data Provider

Use: Required

XML El enent: <TypeOf Provi der >

Description: ldentifies the type of data provider supplying the
data. The registry containing all valid values is created in
Section 11.1.5, and the initial set of values is shown in
Fi gure 2.

Reason for Need: |Identifies the category of data provider.

How Used by Call Taker: This information can be hel pful when
deci di ng whom to contact when further infornmation is needed.
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| Access Networ k Provider

| Tel ecom Provi der Tel ecom servi ce provider (including
native and over-the-top Vol P
services)
Tel emati cs Provider A sensor-based service provider
especi ally vehicle based
Language Transl ati on Provider A spoken | anguage translation
service

Ener gency Service Provider An energency service provider
conveying informati on to anot her
energency service provider

Emer gency Mbdality Translation| An energency-call-specific
nmodal ity translation service
e.g., for sign | anguage

Rel ay Provi der An interpretation service, e.g.
video relay for sign | anguage
interpretation

Any ot her type of service provider

Figure 2: Type of Data Provider Registry
4.1.5. Data Provider Contact UR

Data El enent: Data Provider Contact UR

Use: Required

XML El ement: <Contact URI >

Description: Wen provided by a service provider or an access
network provider, this information is expected to be a URl to a
24/ 7 support organization tasked to provi de PSAP support for this
energency call. \Wen provided by a device, this MJST be the

contact information of the user or owner of the device. (ldeally,
this is the contact information of the device user, but when the
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owner and user are separate (e.g., the device owner is an

organi zation), this MAY be the contact information of the owner.)
The Data Provider Contact URI SHOULD be a tel URI [RFC3966] in

E. 164 format and fully specified with a country code. |If ate
URI is not available, a generic SIP URl is acceptable. Note that
this contact information is not used by PSAPs for callbacks (a
call froma PSAP directly related to a recently term nated
energency call, placed by the PSAP using a SIP Priority header
field set to 'psap-callback’, as described in [RFC7090]).

Reason for Need: Additional data providers m ght need to be
contacted in error cases or other unusual circunstances.

How Used by Call Taker: To contact the supplier of the additiona
data for assistance in handling the call.

4.1.6. Data Provider Language(s) Supported

Data El enent: Data Provider Language(s) supported

Use: Required

XML El enent: <Language>

Description: This field encodes the | anguage used by the entity at
the Data Provider Contact URI. The content of this field consists
of a single token fromthe Language Subtag Registry, which can be
found at [LanguageSubtagRegistry], and is defined in [ RFC5646].
Multiple instances of this el ement MAY occur, but the order is
significant and the preferred | anguage SHOULD appear first. The
content MJUST reflect the | anguages supported at the contact URI

(Note that this field infornms the PSAP of the |anguage(s) used by

the data provider. |f the PSAP needs to contact the data
provider, it can be hel pful to know in advance the | anguage(s)
used by the data provider. |If the PSAP uses a conmunication

protocol to reach the data provider, that protocol m ght have

| anguage facilities of its own (such as the 'language’ nedia
feature tag, defined in RFC 3840 [ RFC3840], and the nore extensive
| anguage negoti ati on nmechani sm proposed in [ HUMAN- LANG ), and if
so, those are independent of this field.)

Reason for Need: This information indicates if the enmergency service

authority can directly conmunicate with the service provider or if
an interpreter will be needed.
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How Used by Call Taker: |If the call taker cannot speak any | anguage
supported by the service provider, a translation service will need
to be added to the conversation. Alternatively, other persons at
the PSAP, besides the call taker, mght be consulted for help
(dependi ng on the urgency and the type of interaction).

4.1.7. xCard of Data Provider
Data El enent: xCard of Data Provider
Use: Optional
XML El enent: <Dat aProvi der Cont act >

Description: Per [RFC6351], the xCard structure is represented
within a <vcard> elenment. Although nultiple <vcard> el ements can
be contained in a structure, only one <vcard> el enent SHOULD be
provided. |f nore than one appears, the first SHOULD be used.
There are many fields in the xCard, and the creator of the data
structure is encouraged to provide all available information. N
ORG ADR, TEL, and EMAIL are suggested at a minimum N SHOULD
contain the nane of the support group or device owner as
appropriate. If nore than one TEL property is provided, a
paraneter fromthe "vCard Property Val ues" registry SHOULD be
specified for each TEL. For encoding of the vCard, this
specification uses the XM.-based encoding specified in [ RFC6351],
which is referred to in this docunment as 'xCard’

Reason for Need: I nformati on needed to determ ne additional contact
i nfor mati on.

How Used by Call Taker: Assists the call taker by providing
addi tional contact information aside fromwhat is included in the
SIP I NVITE or the PIDF-LO
4.1.8. Subcontractor Principa
Wien the entity providing the data is a subcontractor, the Data
Provider Type is set to that of the prinmary service provider, and
this entry is supplied to provide information regardi ng the
subcontracting entity.
Data El enent: Subcontractor Principa

Use: Conditional. This data is required if the entity providing the
data is a subcontractor.

XM. El enent: <SubcontractorPrincipal >
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Description: Sone providers outsource their obligations to handle
aspects of energency services to specialized providers. |f the
data provider is a subcontractor to another provider, this el enent
contains the DataProviderString of the service provider to
i ndi cate whi ch provider the subcontractor is working for

Reason for Need: |Identify the entity the subcontractor works for

How Used by Call Taker: Allows the call taker to understand what the
rel ationship is between data providers and the service providers
in the path of the call.

4.1.9. Subcontractor Priority
Data El enent: Subcontractor Priority

Use: Conditional. This data is required if the entity providing the
data is a subcontractor

XM. El enent: <SubcontractorPriority>

Description: |If the subcontractor is supposed to be contacted first,
then this el ement MJUST have the value "sub’. |f the provider the
subcontractor is working for is supposed to be contacted first,
then this el enent MUST have the value 'main’.

Reason for Need: Informthe call taker whomto contact first, if
support is needed.

How Used by Call Taker: To decide which entity to contact first if
assi stance i s needed.

4.1.10. Providerlnfo Exanple

<?xm version="1.0" encodi ng="UTF-8"?>
<ad: Ener gencyCal | Dat a. Provi derInfo
xm ns: ad="urn:ietf:paranms: xnl : ns: EnergencyCal | Dat a: Provi der | nf 0" >
<ad: Dat aPr ovi der Ref er ence>st ri ng0987654321@xanpl e. org
</ ad: Dat aPr ovi der Ref er ence>
<ad: Dat aPr ovi der St ri ng>Exanpl e Vol P Provi der
</ ad: Dat aPr ovi der St ri ng>
<ad: Provi der | D>ur n: nena: conpanyi d: | D123</ ad: Provi der | D>
<ad: Provi der | DSeri es>NENA</ ad: Pr ovi der | DSer i es>
<ad: TypeO Provi der >Tel ecom Provi der </ ad: TypeO Provi der >
<ad: Cont act URI >t el : +1- 201- 555- 0123</ ad: Cont act URI >
<ad: Language>en</ ad: Language>
<ad: Dat aPr ovi der Cont act
xm ns="urn:ietf:parans: xm :ns:vcard-4.0">
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<vcard>
<f n><t ext >Hannes Tschof eni g</t ext ></f n>
<n>
<sur nane>Hannes</ sur nane>
<gi ven>Tschof eni g</ gi ven>
<addi tional />
<prefix/>
<suffix>Dipl. Ing.</suffix>
</ n>
<bday><dat e>- - 0203</ dat e></ bday>
<anni ver sary>
<dat e-ti me>20090808T1430- 0500</ date-ti ne>
</ anni versary>
<gender ><sex>M/ sex></ gender >
<l ang>
<par amet er s><pr ef ><i nt eger >1</ i nt eger ></ pr ef >
</ par anet er s>
<l anguage-t ag>de</| anguage-t ag>
</l ang>
<l ang>
<par amet er s><pr ef ><i nt eger >2</ i nt eger ></ pr ef >
</ par anet er s>
<l anguage-t ag>en</| anguage-t ag>
</l ang>
<or g>
<par amet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<t ext >Exanpl e Vol P Provi der</text>
</ org>
<adr >
<par anet er s>
<t ype><t ext >wor k</t ext ></t ype>
<l abel ><t ext >Hannes Tschof eni g
Li nnoitustie 6
Espoo , Finland
02600</ t ext ></ | abel >
</ par anet er s>
<pobox/ >
<ext/>
<street>Linnoitustie 6</street>
<l ocal i t y>Espoo</ | ocal ity>
<r egi on>Uusi naa</ r egi on>
<code>02600</ code>
<count r y>Fi nl and</ count ry>

</ adr >
<tel >
<par anet er s>
<t ype>
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<t ext >wor k</ t ext >
<t ext >voi ce</t ext >
</type>
</ par anet er s>
<uri>tel:+358 50 4871445</uri >
</tel >
<tel >
<par amet er s>
<type>
<t ext >wor k</ t ext >
<t ext >mai n- nunber </ t ext >
<t ext >voi ce</t ext >
</type>
</ par anet er s>
<uri>tel:+358 50 5050505</uri>
</tel >
<emai | >
<par anet er s><t ype><t ext >wor k</ t ext ></ t ype>
</ par anet er s>
<t ext >hannes. t schof eni g@sn. conx/ t ext >
</ email >
<geo>
<par anet er s><t ype><t ext >wor k</ t ext ></type>
</ par anet er s>
<uri >geo: 60. 210796, 24. 812924</ uri >
</ geo>
<key>
<par amet er s><t ype><t ext >home</ t ext ></ t ype>
</ par anet er s>

<uri >
http: //ww. exanpl e. conf key. asc
</uri>
</ key>
<t z><t ext >Fi nl and/ Hel si nki </t ext ></t z>
<url >

<par anet er s><t ype><t ext >hone</ t ext ></ type>
</ par anet er s>
<uri>http://ww.tschofenig.priv.at</uri>
</url>
</vcard>
</ ad: Dat aPr ovi der Cont act >
</ ad: Ener gencyCal | Dat a. Pr ovi der | nf o>

Fi gure 3: EmergencyCal | Dat a. Provi derlI nfo Exanpl e
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4.2. Se